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COVID-19 resulted in a significant impact on academic learning when schools shut down across the world. Globally, over
1.2 billion children were out of the classroom during the pandemic (Li & Lalani, 2020). Remote learning does offer an
alternative learning mode when in-person instruction is infeasible; however, learning outcomes of remote learning are
mixed. The effectiveness of remote learning has been compromised due to the lack of in-person interactions between
students and instructors. In addition, student privacy is difficult to maintain in front of a camera. This leads to hesitation
to show the student’s complete profile, including body language and environmental contexts, which therefore reduces
the engagement, effusiveness, and immersion of the overall learning process (Yang et al., 2020).

There are numerous methods available for preserving user privacy during remote video calls. Among them, a change
of background is often used. Through revision of the background, students can disable their actual background which
can contain sensitive and private information. Changing a remote video call's background is made feasible through
several different techniques. When replacing the actual background with a virtual background, image matting is one
major technique used for this task. This chapter will review different image matting techniques for how image matting
is implemented.

For preserving privacy, the suppression of background noise is also important. Background noise is one primary source
of privacy concerns. Suppressing background noise and only exposing the student’s intended sound to others will
improve privacy. Background noise removal is different from complete noise removal. As such, simple noise removal will
not work. This chapter will discuss different techniques for recognition of the speaker’s sound features and suppression
of others. Different techniques involving recurrent neural network, conditional GAN network, and WaveNet will be
discussed.

The blurring of shared screen content dynamically and selectively is also an important technique for preserving privacy.
For example, a student or teacher may not want other people to visualize the websites that they have visited, their
desktop background, or the apps they have downloaded or been using. The current method for achieving this is
through a selective sharing mechanism, where students or the teacher share a particular window. However, it can be
inconvenient for students to share only a particular window since they may need to switch to different apps dynamically
through the process. Therefore, it will be helpful for computers to smartly blur the privacy related content while
still showing other content to participants. For this, deep learning-based natural language processing models will be
reviewed for how to recognize content specific to the meeting while blurring others.
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Methods

Virtual Background for Privacy

Overview of Virtual Background for Privacy

Image matting is one primary technique used for replacing the actual background with a virtual background during
remote meetings. Image matting is the process of estimating foreground objects in images and videos. The process
starts by estimating the dimensions of the foreground images and then extracting the foreground from the background.
In cases of transparent objects, the situation would become complex since the pixels would belong to the foreground
and background at the same time. Such objects include human hair and animal fur, which require estimating the
transparency values of the object.

The major differences between image matting versus image segmentation is the introduction of the alpha channel.
When the alpha value is one, it is pure foreground. Conversely, when the alpha value is zero, it is pure background.
When the alpha value is between zero and one, it is part of both the foreground and background, therefore it is
a mixed value. However, there are limitations of such a matting-based method. The method is based on the color
differences for differentiating the foreground and background. Color can be very different based on different lighting
and environmental conditions, even for the same object, hence it is not reliable. Second, the generation of the ground
truth for matting is known to be very difficult. It involves labor extensive human-image interaction work for generation
of the ground truth. Due to this, the current available datasets are small. Most of them contain small ground truth
(around 100 or 1000 images or videos). This further makes the training of image matting quite challenging (Xu et al.,
2017).

Methods of Virtual Background for Privacy

Different methods are used for image matting, including sampling-based methods such as ray casting, searching the
entire boundary, and sampling from color clusters (Feng et al., 2016; Gastal & Oliveira, 2010). Another method also
includes the measurement of the distance of samples from a known pixel to conclude the similarity of the foreground
and background (Levin et al.,, 2007). Similarly, KL divergence and sparse coding approaches are also used for such
sampling-based methods (Bu et al., 2018). The average of the foreground and background are assumed to calculate
the foreground, background, and alpha value (Levin et al., 2007). More statistically meaningful research has modeled
the foreground and background using Gaussian distribution and therefore uses statistical learning methods for image
matting (Chuang et al., 2001). Likewise, the matting problem can also be formulated as a Poisson equation form between
the foreground and background. The Poisson equation models the matting gradient field and Dirichlet boundary
conditions of the foreground and background, hence numerical methods are used to solve the Poisson equation (Sun
et al.,, 2004). Other approaches attempt to formulate the matting problem as an optimization problem. The approach
assigns a regularization term to a pixel and then optimizes the belonging of the pixel to either the foreground,
background, or both (Levin et al., 2007). Furthermore, deep learning methods have gained ground in image matting.
Different methods rely on different mechanisms for image matting. One approach is to learn the TriMap method
through the matting process.

GAN networks have also started advancing to generate virtual backgrounds, hence GAN techniques for generation
of virtual background will also be discussed. Among them, conditional Generative Adversarial Networks (cGAN) have
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been successfully used for background subtraction. Within this method, the input for the generator is the image
and background, and the output is the foreground mask. The discriminator learns to differentiate the real from the
fake foreground. Studies show that with CDnet 2014 and BMC databases, the proposed cGAN method can achieve
appreciated performance for background subtraction (Bakkay et al., 2018). Other cGAN methods seek a different
training pipeline for background removal. In this method, the generator is trained to generate images without
background and the discriminator is trained to remove background, which is different from traditional background
removal where an image-to-semantics process is taken (Wang et al., 2020). For removal of dynamic objects from the
scene, a more dynamic approach such as moving object segmentation should be used. With this method, the generator
produces dynamic backgrounds similar to the test sequences to increase the generation fidelity. In particular, the
training considers the loss function in image space and feature space such that the generated images have superior
performance in both these two spaces (Sultana et al., 2022). Compared to convolutional neural network (CNN) methods,
the GAN network method is appealing since it can generate the foreground image instead of being primarily limited
to segmentation as compared to CNN methods. Free of such limitations, the method is promising for remote learning
where obtaining large scale semantic segmentation is a challenge.

For practical background removal for remote learning, real time background removal is critical. Real time background
removal requires a simple computation pipeline. For this end, numerous methods have been proposed. Among them, a
TriMap-free method requiring less annotation effort is appealing (Sengupta et al., 2020). This method asks the user to
first show the background image without users in the scene. It is followed by the generation of the alpha matte with
the deep network, along with input of the pre-captured background image. Then, an image of the user is created in the
scene as a soft segmentation image, and where motion cues will be considered. Specific consideration of motion cues
will make the method practical for remote learning, where the scene is dynamic rather than static. To further improve
the fidelity of the background subtraction for immersive remote learning, a self-supervised GAN training pipeline is
used. In comparison to a non-GAN-based training pipeline, the discriminator does not need labeled images during the
training phase, therefore it is feasible to train on large scale customized data.

Another practical concern of the privacy conservation for remote learning is the dynamic scene of the learning
environment. As such, methods for removal of background through dynamic scenes are critical. Moving object
segmentation based dynamic background subtraction is therefore proposed for this purpose (Patil et al., 2021). Within
this method, multiple frames of the remote learning video are explicitly considered. Hence, the motion cues are
built through the consecutive frames of the video. The motion cues are useful in tracking highly dynamic motion
objects to achieve ideal background subtraction. Furthermore, the dilated convolution is used to extract multiple scale
features from the scene to achieve better feature extraction for learning foreground and background. Then a GAN
based generator and discriminator are used to further enhance the background subtraction quality to reduce the
subtraction artifact. Results show that the method can remove background objects from dynamic scenes such as walking
humans and driving cars. This method is therefore potentially useful for outdoor-based learning environment privacy
conservation.

Challenges and Problems of Virtual Background for Privacy

The current background subtraction methods still present a few challenges. Primarily, no background subtraction
methods have considered the removal of unexpected objects, such as a child suddenly appearing in the remote learning
scene. The current background subtraction methods have only considered the static scene. As such, the abrupt
appearance of a child in the remote learning scene is a challenge for the background subtraction to remove. Methods
able to effectively track dynamic scenes are better at dealing with this abrupt appearance of an object (Patil et al.,
2021). However, the current dynamic scene background subtraction methods have mostly only considered the tracking
of foreground objects rather than the background objects; hence, modification of the existing methods is necessary.
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The second major challenge is the use consideration of the outdoor environment. At the present, most methods are
designed to work for static scenes such as an indoor environment. For outdoor environments, the scene is rather
complex. Frequently, moving objects are present in the background, and most existing methods are not ready to handle
this condition. The last major challenge is to selectively replace background elements. Often, learners will not want
to replace the whole background scene, but the existing methods mostly do not consider this. Therefore, selective
background subtraction is difficult to achieve at the present.

Specific to remote learning, students are required to turn on the video camera to expose their test environment for
teachers to monitor cheating during test-taking. The desired outcome is for students to take tests without cheating;
however, student privacy is invaded through the process. Under this condition, selective exposure of the student’s
background is critical to ensure teachers can visualize the student’s environment while also protecting their privacy.
However, in practice, it is extremely challenging to achieve this balanced goal. It is difficult to know which objects
are privacy-sensitive in the student’s environment. It is also possible that what students believe should be private may
actually allow students to cheat. In order to achieve such a balanced goal, a large-scale database needs to be built to
understand privacy-critical objects and the objects that allow students to cheat through the remote test. Similarly, once
the database is built, deep learning-based methods could be used to train a background subtraction model for selective
background subtraction for ideal privacy conservation.

It is also common that teachers may record the remote learning sessions. Through the recording, information related
to the student’s environment persists in either a local or remote database. Most often, the database is stored in a
cloud learning platform such as Blackboard or Canvas. The recorded remote learning session is available to be viewed
by all other students. A practical concern is that the recorded video might contain private information. Therefore, it
is desirable to remove such privacy-sensitive background information. However, until present, it is largely an open
research question as to how to define the privacy-sensitive information and consequently to remove it. Fortunately,
there are a few video background removal models for us to use, which includes a real time video background subtraction
method, the segmentation method (Cioppa et al., 2020). Within the segmentation method, a real time object classifier
is introduced through consideration of inter frame information cues. It can achieve better semantic segmentation of
the foreground objects. In order to achieve real time subtraction of the video background, a simple Manhattan distance
(the distance between two points in a grid (Black, 2019)) between the current pixel’s color and ground truth is used for
making the alpha matting map. Such a simple threshold-based rule enables real time background subtraction. Video
background removal is limited to videos seen by computers, which are restricted by the number and types of training
videos. For the general-purpose type of videos, an unseen video background removal is proposed (Tezcan et al., 2021).
The method takes both spatial and temporal information of the video into consideration and uses data augmentation
such as spatial-temporal crop and spatially aligned crop techniques to generalize the types of videos for background
subtraction. It is expected that the video background removal will enable long-term privacy conservation for remote
learning, thus easing students’ and parents’ concerns about participating and engaging in remote learning.

Suppression of Background Sound for Privacy

As one of the main potential causes of privacy disclosure, background noise leakage in online calls is increasingly
emphasized by both parties in the remote learning process. For the purpose of background noise suppression, speech
enhancement (SE) technology is adopted ubiquitously to online meeting software (such as Zoom, Teams, and Skype). For
this, the chapter will describe the status quo of Al technology in background noise suppression from the following two
perspectives: methods and their performances.
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Methods of Suppression of Background Sound

The existing methods can be roughly categorized into two groups: traditional statistical models and deep learning
models. The statistical models usually hypothesize that the noisy observations are based on stationary background
noises, which makes it highly difficult to deal with real-world scenarios with non-stationary noises. Owing to the
strong modeling capacity of deep neural networks (DNNs), it is feasible to apply deep learning to background sound
suppression in the non-stationary setting.

Traditional Statistical Models. Ephraim and Malah (1985) proposed a short-time spectral amplitude (STSA) estimator
and examined it while enhancing noisy speech. By finding the minimum of the log-spectral mean square error between
the original STSA in the speech signal and its estimate, this estimator showed effectiveness in improving the quality
of noisy speech. To provide simpler alternatives to the STSA rule, Wolfe and Godsill (2001) presented the Bayesian
approaches. Under the same modeling assumptions, these approaches exhibited almost identical behavior to STSA.
Compared with the unmodified STSA, they were efficient to implement and yielded intuitive interpretation. Lotter
and Vary (2005) devised two spectral amplitude estimators for acoustical background sound suppression. The two
estimators were based on the maximum a posteriori estimation and a super-Gaussian statistical model, respectively.
These estimators were able to optimally fit the distribution of the speech spectrum for a background sound reduction
system. Srinivasan et al. (2007) trained codebooks of speech and noise linear predictive coefficients. Furthermore,
they developed both memoryless and memory-based estimators to obtain the minimum mean squared error estimate
of the clean speech signal. In this manner, their proposed scheme performed well in a noisy background. For single
microphone SE, Reddy et al. (2017) derived a gain function based on super-Gaussian joint maximum a posterior
(SGIMAP). In the SGIMAP-based function, a tradeoff parameter is further introduced to customize the listening
preference. Experimental results reflected the usefulness of this SGIMAP-based application in real-world noisy
backgrounds.

Deep Learning Models. In contrast to conventional researchers on background noise suppression who focus on
reducing the minimum mean square error (MMSE), Xu et al. (2014) attempted to find a mapping function between noisy
and clean speech signals based on DNNs. Xu et al. regarded SE as a supervised learning task, in which case clean speech
is provided as the fitting target on training datasets. This supervised learning paradigm has been adopted by many
follow-up works as illustrated hereunder. Luo and Mesgarani (2019) developed a fully convolutional time-domain audio
separation network (Conv-TasNet) for end-to-end time-domain speech separation. To separate individual speakers,
Conv-TasNet encodes a representation of the speech waveform spectrum and inverts it back to the waveforms via
a linear decoder. Likewise, Pandey and Wang (2019) put forward another fully convolutional neural network for real-
time SE, which is dubbed a Temporal Convolutional Neural Network (TCNN). Under the supervision in a speaker-
and noise-independent way, TCNN encodes a low-dimensional representation of a noisy input frame and decodes the
representation to reconstruct clean speech. In addition to amplitude prediction, Yin et al. (2020) address the problem
of phase prediction by putting forward a Phase-and-Harmonics-Aware Speech Enhancement Network (PHASEN). As
an innovative framework, PHASEN captures long-range correlations along the frequency axis and does well in time-
frequency spectrogram reconstruction. Ephrat et al. (2018) introduce a joint audio-visual model to separate a single
speech signal from a mixture of audio such as other speakers’ voices and background sound. This method shows
superiority in audio-only speech separation in cases of mixed speech, and it is a speaker-independent solution (trained
once, applicable to any speaker). To enable isolated control over the importance of speech distortion versus noise
reduction, Xia et al. (2020) devise two mean-squared error-based loss functions as the learning objectives. By optimizing
these two objectives, the model achieves high performance in real-time single-channel speech enhancement. Koyama
et al. (2020) propose a STFT-based method and a loss function with problem-agnostic speech encoder (PASE) features.
By doing this, their model achieves excellent performance in the task of deep noise suppression. Westhausen and Meyer
(2020) combine a short-time Fourier transform (STFT) with a learned analysis and synthesis basis in a stacked-network
approach. By training a dual-signal transformation network on 500-hour noisy speech, the STFT-based method can
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suppress real-time background noise. Recently, Watcharasupat et al. (2022) have exploited the offset-compensating
property of complex time-frequency masks and presented an end-to-end complex-valued neural network architecture.
The presented architecture further utilizes a dual-mask technique, thereby simultaneously suppressing background
sound and canceling acoustic echo.

Pcrformancc of Background Suppression

To evaluate the performance of noise suppression, researchers have proposed both objective and subjective metrics.
The former aims to consider the sound quality not influenced by personal feelings, while the latter intends to correlate
well with the testing results of human subjectivity.

Objective Metrics. There exist quite a few objective measures, e.g., Speech to Distortion Ratio (SDR) (Nocerino et al.,
1985), Signal to Noise Ratio (SNR) (Johnson, 2006), Perceptual Objective Listening Quality Analysis (POLQA) (Beerends et
al., 2013), Perceptual Evaluation of Speech Quality (PESQ) (Rix et al., 2001), and Virtual Speech Quality Objective Listener
(ViSQOL) (Hines et al., 2015). Due to the convenience in definition and calculation, objective speech quality metrics are
widely reported by an overwhelming majority of the literature.

Subjective Metrics. However, as pointed out by Reddy et al. (2019), the objective metrics may deviate from the
experimental results in the subjective tests conducted by human beings. Therefore, it is necessary to introduce
subjective metrics to better reflect the speech quality of human subjectivity. For example, the Deep Noise Suppression
Challenge in 2022 (Dubey et al., 2022) is ranked according to the crowd-sourcing measure of the ITU-T
Recommendation P.835 with Validation (ITU-T P.835) (Naderi & Cutler, 2020), comprised of three scores for each audio
clip: speech quality (SIG), background noise quality (BAK), and overall quality (OVRL). It is likely, however, that privacy-
sensitive content needs to be evaluated by human subjects in order to fully understand the extent of privacy needs.

Dynamic Blurring or Hiding of Shared Screen for Privacy

Overview of Dynamic Blurring or Hiding Shared Screen

Screen sharing is a typical operation during remote learning. Screen sharing includes the sharing of websites,
documents, and videos. Sharing this content is useful to increase the effectiveness of remote learning. One challenge,
however, is that the shared screen can include sensitive information (Lieberman, 2020). It is especially challenging to
share only the content useful to the remote learning sessions. Because of this, it is common that during remote learning
sessions, students sometimes are not willing to share their screens, which compromises the effectiveness of learning.
In addition, on the teacher’s side, not being able to selectively share a screen is also inefficient for learning because it
takes time for a teacher to identify the content that they want to share. Meanwhile, a teacher’s personal information
may be exposed to all students during the trial-and-error process in finding the right content. As such, selective sharing
of the needed content is quite crucial for successful remote learning in terms of both learning effectiveness and privacy
conservation.

An effective strategy for a selective sharing of the needed content can be achieved through dynamic blurring or hiding
of the shared screen. This process would blur or hide the privacy-critical information while keeping the needed content
for others to view. Unfortunately, this concept is rather new, and there are no available applications able to achieve this
goal yet. The following sections will outline the steps and fundamental techniques essential to implement dynamic blur
and hiding of content for remote learning privacy.
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Methods of Dynamic Blurring or Hiding a Shared Screen

The first necessary step to achieve dynamic blurring or hiding the shared screen is to recognize the text of the shared
screen. “The text” refers to text anywhere on the computer screen. Through recognition of the text, it is feasible to blur
or hide the privacy-sensitive content. For recognition of the screen text, optical character recognition (OCR) techniques
can be used. OCR relies on machine learning to automatically recognize the natural language of a scene. Tesseract,
originally developed by HP and became open source in 2006, is a well-established OCR app for this purpose (Smith,
2013). Tesseract relies on a series of steps in recognition of text. First, an image is put through an adaptive thresholding
to remove non-interested features such as the background. It is followed by page layout analysis and word recognition
passes. Typically, two passes are needed for recognition of the text. Post processing is immediately followed to correct
the recognized text height and fuzzy text correction, as well as word bigram correction. Word bigram correction is a
measure of word sequence in a sentence (Srinidhi, 2019). For example, in the sentence, “I need your help,” “help” is the
word most likely to follow the word “your.” If the OCR gave some word other than “help,” Tesseract would automatically
correct it. As a commercial ready application, Tesseract is most convenient to be integrated to the remote learning
environment to automatically recognize the shared screen text. Once the privacy-sensitive content is recognized,
blurring or hiding operation of the shared screen can be executed for preserving privacy.

Recognition of text in the regular scene is not a challenging task for Tesseract. However, recognition of text under a
natural scene such as the text on a wall or text on a coffee cup in the shared screen is rather challenging for Tesseract.
It is because of this that text does not have regular shapes, sizes, and orientations. It is therefore difficult for Tesseract
to recognize it. The situation becomes worse if the lighting conditions vary, such as in a dark environment. To tackle
this condition, a more powerful OCR application needs to be created. Recent deep learning-based OCR research has
started to tackle this problem. Among them, TextOCR has achieved success for this goal (Singh et al., 2021). TextOCR
is a large-scale arbitrary shape text recognition application that has created a 900K large scale database with various
sizes, shapes, and orientation texts. It uses faster region-based convolution neural network (RCNN) to localize the text
(Girshick, 2015). A text extractor uses a segmentation proposal network to extract the text. The text extractor can
extract arbitrary shape and orientation, therefore making it suitable for natural scene OCR text recognition (Liao et al.,
2020). It then obtains the OCR text and embeds the text into vector (Hu et al., 2020). Consequently, a pointer-based
network is used to organize the sequence of the words to ensure the semantic meaning of the recognized text (Singh et
al., 2021). With a large database (900K) for training, also benefiting from the rigorous data processing pipeline, TextOCR
is superior for recognition of text in natural scenes. It can achieve the goal of recognizing the shared screen text for
preserving privacy in remote learning.

Recognition of the meaning of an image is also important for preserving privacy. For example, a student who has
visited a gaming website may not want other students or the teacher to know the games that they have played. It
is therefore expected that the gaming image needs to be recognized. For this purpose, classification of an image
into privacy-sensitive and non-privacy sensitive is important. Classification of an image requires the collection and
labeling of large-scale images. Image classification is a relatively simple task and well-studied. Therefore, the use of
image classification for verification of image sensitivity is practical. The recent deep-learning revolution has largely
improved image classification accuracy. State-of-the-art image classifiers have achieved over 85-90% accuracy and
(Lu & Weng, 2007) . For CNN-based image classification, EfficientNet is considered superior in its performance and
accuracy. EfficientNet uses a neural network search method to search for an ideal network structure. It balances the
network depth, width, and feature space resolution. The results of the optimal search have made EfficientNet yield
optimal classification. It has achieved 84% top-1 accuracy on the large-scale image database, ImageNet. Meanwhile, the
model is seven times smaller and five times faster than Resnet-152 (Tan & Le, 2019). The great improvement of efficiency
and small size of the model mean that EfficientNet offers practical real-world use for classification.

CNN-based image classification has been facing significant bottlenecks for further improvement of accuracy. Recent
research on deep learning transformer image processing has further revolutionized image classification (Chen et al.,
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2021; Dosovitskiy et al., 2020; Zhai et al., 2022; Zhuang et al., 2021). In contrast to CNN-based classification, transformer-
based image classification treats images as a series of patches. These patches are further tokenized with position
encoding, followed by a transformer encoder to perform normalization and multiple head attention on these patches.
Through the process, it is crucial that the multiple head attention extracts global features precisely to ensure the
network attends to correct features of the image for image classification. It is proven that such global attention
mechanisms are critical for classification accuracy (Zhai et al., 2022; Zhuang et al., 2021). Vision Transformer has shown
its excellent performance in model scaling. Trained on the large-scale image database ImageNet, Vision Transformer
shows excellent top-1 image classification accuracy of over 90%. Similar performance is also attained by training on a
very large image database, where 3 billion images are used for image classification. Similarly, Vision Transformer shows
a better performance than convolutional neural network-based classification (Zhai et al., 2022). Such improvement of
classification accuracy demonstrates that classification of images for remote learning privacy preservation has become
feasible.

It is also feasible that students may not want to show a private video to others. For example, they may wish to hide or
blur a funny video about sports or a joke video about a lifestyle. Similarly, some students may share offensive videos
which need to be disabled by the meeting host. For this purpose, video classification has become important. Video
classification takes the video as input and classifies it into different categories. For privacy preservation in remote
learning, the video needs to be classified into either privacy-sensitive or not-privacy-sensitive. Deep learning has
achieved great progress for classifying videos. Among this work, convolutional neural network has been shown capable
of classifying video with decent success (Karpathy et al., 2014). The convolutional model takes the frames of the videos
and inputs them to a classification network, showing that the classification network can classify the video. It further
shows that the video can be classified by using only one frame of the video. Pre-training the model on a large and more
general video database is also shown to be helpful to improve the classification accuracy. Overall, the model is able to
achieve 65% three-fold accuracy of classification, which is reasonable for practical video privacy classification (Karpathy
et al, 2014).

To better classify video for privacy preservation, improved video classification accuracy is desirable. The root cause of
the lack of video classification accuracy is the use of a single frame of video for video classification. Consequently, use of
multiple frames for video classification is likely able to improve the classification accuracy. Research has shown success
in capturing such temporal relationships of the video. It is known that the use of Stand-Alone Inter-Frame Attention
can capture the intrinsic relation between frames and meanwhile attend to the correct features of the video (Long et al.,
2022). Most importantly, the Inter-Frame Attention mechanisms can track video objects across video frames such that
it is possible to more accurately classify videos. Results show that such inter-frame video attention can increase video
classification accuracy from 65% to 75% for top-1 accuracy. Such improvement is meaningful for privacy preservation in
remote learning to better classify videos.

Following the first step of recognizing text, image, and video and correctly classifying its privacy, the second step is
to either blur or hide the privacy-sensitive content. For the purpose of blurring the shared content, an image filter
is desired. The application of filters to blur privacy-sensitive content is relatively straightforward. Mostly, a filter is
applied on the desired content to blur the specified region, achieving the goal. However, hiding privacy-sensitive
content involves some work to crop the specified region. If the region is at the top or bottom, the crop will be easier
to implement, but if the content is at the center of screen, cropping the privacy-sensitive content will yield a blank
part representing missing content. Therefore, it will impact the quality of the shared screen. Under this condition,
replacement of the privacy-sensitive content with other content is desired. The other content can be an icon or an
image the students select so that it will be pleasant to view while also preserving privacy in remote learning.
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Challenges of Dynamic Blurring or Hiding Shared Screen

It is worth noting that the blurring of specified privacy-sensitive regions may lead to discomfort during the remote
learning session. Other students may regard the blurred content as a strange phenomenon. To alleviate this, hiding
privacy-sensitive content may be more desirable. Meanwhile hiding the specified content is also problematic. Hiding
content may introduce flickering of the screen if not implemented correctly, thereby also introducing visual discomfort.
As such, care is needed to implement these techniques to ensure that remote learning can be conducted smoothly
without any strange feelings associated with it.

Conclusion

This chapter has discussed three methods to preserve privacy in remote learning. The first method involves the use of
a virtual background to replace the actual background. The virtual background technique has been widely adopted as
the industry gold standard for video sessions in remote learning. While it has been widely used, most software including
Zoom and Google Meet are not yet mature in terms of technology. Glitches still exist while using the virtual background,
particularly when the actual background is dynamic rather than static, making it challenging to use this technique in
remote learning. As such, a review of more state-of-the-art virtual background techniques is meaningful. It is expected
that with these new techniques, it will become more feasible to conduct remote learning with a virtual background on/
in an outdoor environment or highly dynamic indoor environment.

The second method proposes active noise suppression techniques for removal of background noises to preserve
privacy. This chapter has systematically reviewed the conventional methods such as waveform spectrum and Gaussian
distribution based statistical methods. Deep learning methods include spectrogram based convolutional neural network
methods and Fourier domain based short-time Fourier transform methods. These state-of-the-art methods are proven
rather effective in the suppression of background noises. The performance metrics including objective and subjective
metrics are also given to evaluate the results of suppression. The advancement of audio and text analysis has shown it
is practical to develop these background suppression models to effectively suppress privacy-sensitive sound to ensure
the remote learning environment is free of privacy concerns.

The third method involves blurring or hiding sensitive shared content which is another critical task for preserving
privacy. This chapter has reviewed methods for recognizing text, images, and videos. Through recognition of these
types of content, it is feasible to either blur or hide the privacy-sensitive content. With state-of-the-art research,
understanding the full text of the shared screen is feasible, therefore it is possible to recognize and understand the
image and video to preserve privacy. Of course, there is other content such as animation GIF files and PDF attachments
that are also privacy-sensitive. This content can be converted to either text, images, or videos first. Subsequently,
content recognition can be performed to preserve privacy. The major concern of blurring or hiding content is the
discomfort in viewing the blurred shared content, which can trigger suspicion from other viewers. As such, alternative
operations such as hiding the content with another image may be preferable.
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